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EMERGENCY RESPONSE PROTOCOL 

 

Bomb Threat 
 

 

Depending on Assistance Needed, Call: 

Police, Fire, and EMS Emergency 911 

Security  

EST Manager  

Other  

 

Situation Description  

In all bomb threat or explosive device situations, to minimize the danger of life and property, 

all personnel must be prepared to carry out plans for bomb threat incidents when instructed to 

take immediate action. All school-based administrators (principals, managers, and 

supervisors) will, on receipt of a bomb threat to their specific building or discovery of a 

suspected explosive or incendiary device, immediately initiate Evacuation procedures.  

Most bomb threats are received either directly or indirectly by telephone. They may arrive as 

written threats by mail or other means. The procedure for handling the threat will be the 

same. 

In the event that authorities advise of a dirty bomb incident, it may be necessary to utilize 

other Universal Emergency Response Procedures, as directed by Emergency Responders. 

School personnel must be familiar with these guidelines and school or office emergency 

plans. Further, plan details and guidelines will be kept in confidence. The documents are not 

intended for general distribution and should not be published for that purpose. 

These guidelines indicate the course of action to be followed upon receipt of a bomb threat. 

Also, the guidelines are intended to serve as a checklist which may be used by the school or 

office administrator in the preparation of the school or office plan.  

 

Procedures  

Please Note: Cellular phones and walkie-talkies should not be used during bomb threats as 

they may activate an explosive device. However, using hardwired public address systems is 

permissible. 

Immediate response— 

• On receiving a bomb threat by telephone:  

� Use Bomb Threat Checklist to obtain as much information as possible from 

and about the caller. 

� Listen carefully—do not interrupt! 
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� Try to write the entire message. 

� Try to keep the caller talking as long as possible. 

� After completing the call, hang up and immediately lift the receiver. 

� Press *57 (call trace). Please note: *57 will only trace the last call received on 

that line immediately prior to dialing *57. 

� Contact MPD (911).  

� Notify security.  

� Activate School Emergency Response Team. 

• On receiving a bomb threat by e-mail, fax, or other forms of communication:  

� Preserve evidence. 

� Make a hard copy immediately. 

� Notify an administrator immediately. 

� Notify MPD (911). 

� Notify Security. 

 

Please Note: Cellular phones and walkie-talkies should not be used as they may activate an 

explosive device. 

• Building administrator’s action:  

� Dial 911. 

� Evacuate the building immediately by calmly announcing over the intercom:  

“There is a need to immediately evacuate the building.  

Please follow building evacuation procedures and leave the  

building in a quiet and orderly manner.” 

� If a suspicious object is found, do not touch or move it.  

� Warn others to stay away from the suspicious object and maintain at least a 500-

foot clearance area. 

� Contact the EST Manager and advise of the situation. 

� When police arrive, they are in command, and their orders are to be followed. 

� Decisions on school closings will be made by the EST in consultation with 

police. 

� Institute Student Accountability Procedures. 

� Restrict personnel from the building until police approve access. 

� If necessary, security personnel can assist police with building inspection.  

� Assist police in the investigation of all leads. 

� Check absentee list, class cuts, suspensions, student problems, and significant 

school activities (e.g., exams, pending athletic events). 

� If necessary, assemble and supervise students who are to be transported home at 

a prearranged area outside the building. 

� Report incident to security and complete any necessary reports.  

� Reoccupy areas of the building only after they have been searched and 

determined safe by police and principal has been given an “all clear.” 

� If students are to be dismissed or moved to another location, follow 

predetermined plans from the school emergency plan. 

� Complete the After Action Report on the Web-Based Application (DC 

Emergency and Safety Alliance Web site) and submit to the Interagency Team.  
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• If a bomb threat is called into Central Administration or MPD and is directed at 

schools in general, the EST, after consulting with MPD and security, will issue orders 

to the schools characterizing the threat as:  

� BTR Level 1—Low Risk Profile; 

� BTR Level 2—Medium Risk Profile; or  

� BTR Level 3—High Risk Profile. 

The Executive Support Team shall notify school-based administrators of general bomb 

threats and characterize the risk, which will initiate the actions shown in the table below:  

 

Bomb Threat 

Risk (BTR) 
Action 

BTR Level 1  
Monitor building for any suspicious activity. Students and staff remain in 

the building. 

BTR Level 2  
Conduct an Evacuation. School-based administrator and security personnel 

visually inspect the building for suspicious packages or items. 

BTR Level 3  
Evacuate the building immediately. MPD will respond and take command 

of the situation. 

 

• Handling a suspicious package: The probability of receiving a bomb in the mail is 

remote. However, a small number of explosive devices and biological agents have 

materialized in the mail system. The following are characteristics from the U.S. 

Postal Inspection Service to help identify a suspect piece of mail: 

� Package may have restricted markings like “Personal” or “Private” to one who 

doesn’t receive personal mail at the office or to someone no longer working as an 

employee. 

� Package is sealed with excessive amounts of tape or has an excessive amount of 

postage on it. 

� Postmark city different from Return Address city. 

� Misspelled words, written badly or using letters cut from newspaper or magazine 

and glue on the package. 

� Package has wires or aluminum foil sticking out, oil stains, smells weird, or 

sounds peculiar (sloshing noise). 

� Package may feel strange, look uneven or lopsided. 

If uncertain about a letter or package and unable to verify the sender or contents with the 

person it is addressed to:  

• Do not open it, shake it, bump it, or sniff it! 

• Evacuate the area quickly and calmly. 

• Wash hands with plenty of soap and water. 

• Call police (911), security, and the U.S. Postal Inspector (1–877–876–2455).  

• Complete a list of all people who were near the package or letter in case they are 

needed for further questioning. 



School Emergency Response Plan and Management Guide  

32             Section 4: Response Protocols – October 2009 

Bomb Threat Checklist  

Listen Carefully and Keep the Caller Talking  

1. Time Call Received ____________________________________________________  

2. Time Call Terminated ____________________________________________________  

3. Caller’s Name & Address (if known)  

 _________________________________________________________________________  

 _________________________________________________________________________  

 _________________________________________________________________________  

4. Caller’s Sex:  Male   Female   

5. Caller’s Age:  Adult   Child   

6. Bomb Facts (Questions to Ask)  

 a. When will it explode?  

 b. Where is the bomb right now?  

 c. What kind of bomb is it?  

 d. What does it look like?  

 e. Why did you place the bomb?  

7. Voice Characteristics 

 

  Tone  Speech  Language 

  Loud  Fast  Excellent     Lisp 

  Soft  Slow  Good  Disguised 

  High Pitch  Distorted  Fair  Accent 

  Low Pitch  Cursing  Raspy 

  Stutter  Slurred  Nasal 

8. Background Noise 

  Music    Traffic 

  Voices    Machines 

  Cellular Phone   Quiet 

  Children    Typing  

  Other  ____________________________________________________________ 

 

9. Person Receiving Call: _____________________________________________________ 

 Work Station: ____________________________________________________________ 

 Date: ____________________________________________________________ 


